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Key DEFINITIONS 

“AMEA Power” means AMEA Power L.L.C., its subsidiaries, joint ventures and project companies. 

“AML” means Anti-Money Laundering 

“Anti-Bribery and Corruption Policy” means Anti-Bribery and Corruption Policy of AMEA Power 

“Applicable Law” means all applicable national and international laws, including any applicable export control 

or Sanctions laws, treaties, statutes, decrees, edicts, codes, orders, judgments, rules, ordinances, decisions, and 

regulations of any local, municipal, territorial, provincial, federal, national or any other duly constituted 

Governmental Authority or agency of any Governmental Authority 

“Authorisation” means an approval, authorisation, consent, declaration, exemption, permit, licence, notarisation 

or waiver; however, it is described, and including any condition attached to it and any renewal or amendment 

thereof 

“Business” means the Business of the Company  

“Business Associates” any party with which AMEA Power has, or plans to establish some form of business 

relationship, including but not limited to, clients, customers, joint venture partners, consortium partners, 

contractors, consultants, sub-contractors, suppliers, vendors, advisors, agents, distributors, representatives, and 

intermediaries (but excluding Employees); 

“Business Day" means each day which is not a Saturday, Sunday, or a public sector in the UAE 

“Chairman” means the principal executive and administrative officer of the Company responsible for the day-

to-day management of the Company. 

“COI” means Conflict of Interest 

“Corruption” means the misuse of access, power or the public position to get a personal gain. 

“Bribery” means offering/accepting any kind of something with value or service to perform an illegal action. 

“Fraud” means Wrongful criminal deception intended to result in financial or personal gain. 

“CFT” means Combating the Financing of Terrorism 

“EDD” means Enhanced Due Diligence 

“FATF” means Financial Action Task Force. 

“KYC” means Know Your Client 

“ML” means Money Laundering 

“DD” means Due Diligence 

“TF” means Terrorist Financing 

“Board of Directors” or “Board” means collectively Board of (“AMEA Power”) and individually referred as 

Directors; 

“Family Member” means a parent (including parents in law), child, spouse, sibling (including siblings-in-law), 

grandparent, grandchild, uncle, aunt, niece, nephew or first cousin (including step- and adoptive relationships); 

“Whistleblowing” The act of reporting any misconduct or wrongdoing. 

“Speak Up” Is the name of AMEA Power’s Whistleblowing platform. 

“Retaliation” is the act of responding to an action or harm by taking a similar or harmful action in return, often 

as a form of revenge or punishment. It can occur in personal, professional, or political contexts and is typically 

intended to deter or respond to perceived wrongdoing. 

“Sanctions” Restrictions applied by multinational bodies, countries or companies on other individuals, countries 

or companies. 



 

 

“Company” means AMEA Power 

“Compliance Policy/ies” means the latest version of AMEA Power Compliance Policy. 

“Due Diligence” is the process of investigating and evaluating whether a Company follows laws, regulations, and 

ethical standards. It helps identify potential risks, such as legal violations or unethical practices, before entering a 

Business deal, partnership, or investment. The goal is to ensure the Company operates responsibly and avoid 

future problems. 

“Enhanced Due Diligence” is an enhanced process, more thorough investigation of a Company, individual, or 

transaction to identify higher risks, such as money laundering, Corruption, or Fraud. It is typically used for high-

risk situations, like dealing with politically exposed persons (PEPs) or complex transactions, to ensure compliance 

with laws and regulations. 

“Code of Conduct” Code of Conduct refers to AMEA Power’s set Policy which provides an overview of the 

standard of integrity and ethical behaviour, AMEA Power expects from all AMEA Power Employees, other 

internal and external stakeholders or parties that do Business with AMEA Power 

"Confidential Information" means: 

a) All information and other materials supplied to a Party by another Party which are either marked "confidential" 

or are by their nature intended to be for the knowledge of the recipient alone; and 

b) Any information relating to: 

i) The existence or contents of this Agreement, including drafts thereof; 

ii) The Business, the customers, assets, Business transactions or financial arrangements or affairs of the 

Company; or 

iii) The customers, Business assets or affairs of a Shareholder or any of its Affiliates and the Business 

transactions and/or financial arrangements of a Shareholder or any of its Affiliates was independently developed 

by a Party or any of its Authorised Recipients without any reliance on any part of the Confidential Information; 

or 

c) the Party to which the Confidential Information relates agrees in writing is not confidential 

“Conflict of Interest/COI” is any activity, agreement, Business investment, interest, role, or other situation that 

could be construed as an interference with such AMEA Power Relevant Persons duty to always serve AMEA 

Power to the best of its ability. 

“Facilitation Payment” means an unofficial payment made directly or indirectly to a Government Official to 

prompt the Government Official to perform or expedite a routine act that the Government Official is required to 

perform as part of their ordinary duties. 

“Conflict of Interest declaration” is a formal statement made by AMEA Power Employees to disclose any 

personal, professional, or financial interest that could potentially conflict with their duties or responsibilities in 

their role 

“Employee” means AMEA Power full-time and part-time Employees including Directors and Senior 

Management, as well as any other person that has been issued an AMEA Power Employee ID number, (including 

but not limited to temporary agency or Third Party’s staff, interns, and/or trainees)  

"Government Official" means any official, agent or Employee of any Governmental Authority, any political 

party or an official thereof, any candidate for political office, any official, agent or Employee of any public 

international organisation, or any immediate relative (spouse, son, daughter or parent) of any of the foregoing, 

including, without limiting the generality of the foregoing, any official, agent or Employee of any Company in 

which any Governmental Authority holds a majority or controlling equity interest, any official, agent or Employee 

of any Company which is in the process of being privatised in whole or in part, and any Person who is purporting 

to act in a private capacity, but who otherwise is a "Government Official" within the meaning of this definition 

“Personal Data” means any data relating to an identified natural person, or one who can be identified directly or 

indirectly by way of linking data, using identifiers such as name, voice, picture, identification number, online 

identifier, geographic location, or one or more special features that express the physical, psychological, economic, 

cultural, or social identity of such person 



 

 

“Policy" means this Anti Fraud Policy 

“Privacy” means the fundamental right of individuals to control access to their personal information and to 

maintain confidentiality a security over it 

“Procedure(s)” means a document providing further details of how to meet the objectives and requirements of a 

Policy, and which typically sets out a series of steps to be followed 

“Third Party/ies” including, but not limited to, auditors, suppliers, Business partners, insurers, government 

agencies and/or law enforcement agencies, or external advisors 

"UAE" means the United Arab Emirates 

"US$" means US Dollars   



 

 

1. About this Document 

1.1 Introduction 

The “Anti Fraud” “Policy” is part from AMEA Power’s robust compliance programme. This 

compliance programme ensures adherence to laws, regulations, and ethical standards through 

proactive risk management, training, and enforcement. It fosters a culture of integrity and 

accountability to safeguard organizational reputation and operations.  

This document outlines the organization’s commitment to preventing, detecting, and addressing 

fraudulent activities in all business operations. It establishes a framework to maintain transparency, 

integrity, and accountability. With the intention to give effect to the Anti-Fraud Policy contained in 

“AMEA Power”’s “Code of Conduct”. It shall implement the reasonable and proportionate measures, 

having regard to the nature and extent of the Fraud risks which AMEA Power might be exposed to. 

These measures are set to prevent, detect, report and deal with fraud if they occurred.  

AMEA Power is setting its commitment to operating with full integrity and maintaining an ethical 

“Business” conduct with third parties, as well as expected the same from all the counter parties 

involved in AMEA Power’s business and operations.  

 

AMEA Power has developed an Anti- Fraud Policy applicable on AMEA Power LLC and hereafter 

also referred to as Company. This Policy sets out AMEA Power’s zero tolerance approach to fraud and 

outlines the principles and guidelines that all Employees, contractors, and business partners are 

expected to adhere to. For any questions about this Policy, contact the Compliance Manager. 

The Management Compliance Group shall have overall responsibility for the effective 

implementation of AMEA Power’s Anti- Fraud Policy and this Programme and shall ensure that 

AMEA Power’s management assumes responsibility for overseeing day-to-day compliance by 

“Employees” within the various departments, functions, or projects. 

All Employees must comply with this Policy, as well as all applicable supporting Policies and 

“Procedures”. 

1.2 Purpose 

This Policy provides clear guidelines and procedures to mitigate the risks of fraud and corruption, 

ensuring compliance with legal requirements and ethical standards. It outlines the responsibility of 

AMEA Power Employees in observing and upholding the Company’s position on Fraud. 

This Policy also sets out the principles in relation to Fraud and serves as a framework to understand 

AMEA Power’s approach in managing their instances. 

AMEA Power requires that Employees will act professionally, fairly and with integrity in all Business 

dealings. AMEA Power shall investigate all instances of actual or suspected Fraud and take 

appropriate disciplinary and legal actions when deem necessary. 

If the requirements of this Policy contradict with any “Applicable Laws” of UAE, the laws and 

regulations shall supersede the requirements of this Policy from such date as the laws and regulations 

become effective. Where this Policy or associated processes set a higher standard than the Applicable 

Law, all Employees of AMEA Power must follow the higher standard. 



 

 

1.3 Scope 

This Policy as well as all applicable supporting Policies and procedures, and all applicable laws 

applies to all Employees of AMEA Power and all AMEA Power’s project companies  

1.4 Reference Documents 

Internal References 

# Document Number Document Name 

1 Pol01 Code of Conduct 

2 Pol02 Anti-Bribery and Corruption Policy 

3 Pol03 Anti-Money Laundering Policy 

 

External References 

# Document Name 

1 Basel Committee on Banking Supervision (BCBS) 

2 UK Bribery Act (2010) and US Foreign Corrupt Practices Act (FCPA) 

3 FATF Recommendations (Financial Action Task Force) 

4 COSO Framework (2013) 

5 ISO 37001 Anti-bribery management systems 

 

1.5 Document Owner 

AMEA Power’s Compliance Manager will be responsible for overseeing the implementation of the 

Policy and will report periodically to the Management Compliance Group and the board of directors, 

the key fraud risks faced by the Company, the controls it has in place to effectively manage them, and 

any fraud issues that arise. AMEA Power will ensure that the Compliance Manager has the 

appropriate competence, status, authority, and independence, with sufficient resources and proper 

authority to implement and monitor all the activities and has direct and prompt access to the 

“Chairman” and the Management Compliance Group. 

 

This Policy is approved by the Chairman at AMEA Power. 

This Policy is reviewed, at least, annually, or as required, to capture any material changes in the 

applicable regulatory framework relating to fraud. 

 

 

 



 

 

1.6 Confidentiality 

The contents of the Policy are confidential and should not be revealed to any “Third Party” without 

the express consent of the Company. 

Name: 

[Hussain AlNowais] 

Signature:  

[                                          ]  

     

 

 

[Approval Date]: 

24/04/2025 

     

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

2. Core Principles and Guidelines 

2.1 Employment Procedures 

Implement thorough background checks, reference verification, and due diligence during recruitment 

to mitigate hiring risks. 

 

In relation to all Employees who could pose a corruption risk to AMEA Power, and to the extent 

permitted by applicable law, AMEA Power will implement the following procedures: 

• A background check will be performed by the HR department on all Employees before they are 

employed to ascertain as far as is reasonable that their employment is appropriate and that they are 

likely to comply with the Anti-Fraud Policy; 

• This includes and not limited to reference checks and verification of certificates to ensure that the 

experience letters and provided certificates are genuine; 

• The terms and conditions of employment or appointment will require Employees to comply with 

the Policy and the compliance Programme; 

• New Employees will be informed of the Policy to ensure that they understand it and the importance 

of complying with it; 

• Employees will not be penalised for refusing to participate in, or for turning down, a business 

opportunity in respect of which they have reasonably and in good faith determined that there is an 

unacceptable risk of fraud. Nor will any Employee be penalised for reporting in good faith any 

actual or suspected fraud; 

2.2 Training 

AMEA Power will provide appropriate anti-fraud training on a regular basis to all relevant Employees 

to make them aware of the types of fraud they could encounter, the risks of engaging in this activity, 

and how Employees may report fraud concerns. In addition to the trainings and refreshers on the 

emerging fraud risks. 

Management at AMEA Power shall periodically circulate reminders to the Employees regarding the 

principles set out in this Policy.  

 

All Employees must have an induction training within four (4) weeks of employment about this 

Policy. 

 

The Compliance Manager shall conduct refresher subject-matter trainings on the principles set out in 

this Policy, with additional training tailored for high-risk roles.  

2.3 Red Flags 

AMEA Power’s Employees and third parties are required to comply with all applicable regulations and 

refrain from becoming involved in any unethical activities including fraud. Examples of fraud include 

the following:  

• Presenting fake documents or inaccurate reports intentionally. 

• Involvement in suspicious activity or in any adverse information found on the screening 

systems or media search.  

• Attempts to provide false information regarding a financial transaction. 

• Unusual fund transfers to or from countries unrelated to business operations. 

• Offers to pay in cash or overpayments followed by requests for refunds. 



 

 

• Inconsistent or unusual payments or purchases that are not in-line with the business nature or 

that involves false invoicing. 

• Fraud by false representation. 

• Manipulation of the facts and truths with the intention to cause a gain or a loss. 

• Fraud by failure to disclose information. 

• Abuse of a position of trust, where someone is expected to safeguard the financial interest of 

another, but instead places them at financial risk or causes a loss.  

• Fraud by failure to disclose information or intentional non-disclosure, misleading or 

manipulation of information to cause gain or loss. 

• Fake hiring documents that might include but not limited to : experience letters, resumes and 

graduation and post grade certificates. 

• Calls or emails from unverified and unknown senders requesting for information or access to 

links. (phishing emails and social engineering). 

• Sudden creation, deletion, or modification of large volumes of files. 

• Multiple employees using the same login credentials, making accountability difficult. 

 

2.4 Working with Third Parties 

 

AMEA Power aims to ensure compliance with anti-fraud principles. AMEA Power works with 

various Third Parties, including partners, and customers. AMEA Power’s zero tolerance approach to 

fraud, bribery and other corruption means that Business line owners must take appropriate steps to 

ensure that the Company does not deal with unethical Third Parties. Be aware: AMEA Power could be 

held responsible for the actions of Third Parties acting on its behalf or providing any services to it in 

some circumstances. 

 

To ensure that AMEA Power only does Business with parties that are reputable and responsible, the 

AMEA Power’s Integrity Due Diligence Policy requires that the Company does not engage with a 

Third Party that has not been appropriately screened for integrity risks (including fraud, bribery and 

corruption). 

 

Tenders for goods and services should be undertaken on a clear, fair, and transparent basis and Third 

Parties selected fairly and on merit, in accordance with applicable procurement Policies and 

procedures. 

 

Third Parties engaged by AMEA Power are expected to align themselves with the principles set out in 

the AMEA Power’s Code of Business Conduct Policy. AMEA Power will take appropriate action 

where Third Parties fail to meet the standards of integrity and ethical conduct it expects. 

2.5 Implementation of Anti-Fraud Measures by Controlled Organizations and Business 

Associates 

 
AMEA Power will carry out a fraud risk management measures to ensure that the Policy is 

implemented properly to secure the company’s interests, these measures include but not limited to : 

 

 



 

 

▪ Internal Controls 

Internal controls are mechanisms and processes implemented to safeguard company assets, ensure 

accuracy in financial reporting, and promote compliance with laws and Policies. 

Key elements of internal controls: 

• Authorization Procedures: Ensuring transactions or actions are approved by the appropriate 

authority. For example, large purchases may require multiple levels of approval. 

• Access Controls: Restricting access to sensitive systems, data, or assets to authorized 

individuals only. This may include password-protected systems, physical locks, or role-based 

access in IT systems. 

• Reconciliation: Regularly comparing financial records with actual transactions (e.g., 

reconciling bank statements to cashbook records). 

• Monitoring and Auditing: Continuous or periodic review of processes and transactions to 

identify irregularities or suspicious activities. 

▪ Segregation of duties: Segregation of duties minimizes the risk of fraud by dividing 

responsibilities among multiple individuals, ensuring no single person has control over all 

aspects of a critical transaction or process. 

Key Practices for “SOD”: 

• Splitting Key Functions: Divide roles among employees, such as separating payment 

approval, payment execution, and reconciliation of accounts. 

o For example, one person initiates a payment, another approves it, and a third person 

reviews it. 

• Cross-Checks: Require independent verification or oversight for transactions. 

• Automated Controls: Using technology to enforce segregation (enterprise resource planning 

systems that restrict access to certain workflows). 

▪ Background checks for Third Parties 

 

• Due Diligence: To verify the legitimacy and reliability of vendors. 

(Check for red flags, such as shell companies, fictitious addresses, or conflicts of interest) 

• Reputation and Compliance: Investigate any history of legal violations, lawsuits, or 

regulatory penalties. 

• Ongoing Monitoring: Continuously assess vendor performance and compliance during the 

relationship. 

 

2.6 Decision-Making Process 

AMEA Power will ensure that the decision-making process and the seniority of the decision-maker(s) 

is appropriate for the value and complexity of the transaction. 



 

 

2.7 Contract Terms 

• As far as is reasonable, all contracts between AMEA Power and the business associate contain 

an express prohibition of fraud; and 

• Where it is not reasonable to require the contract to contain such prohibition, that the absence 

of such prohibition will be a negative factor considered in undertaking the relevant risk 

assessment. 

2.8 Financial Controls 

AMEA Power’s financial controls will be designed to minimise the risk of fraud by, on behalf of or 

against AMEA Power and AMEA Power will implement checks to identify ways Employees may 

exploit any control weaknesses for personal gain. 

2.9 Commercial Controls 

AMEA Power’s commercial controls, including without limitation, sales, procurement, supply chain 

management, operational and project management controls, will be designed to minimize the risk of 

fraud by, on behalf of or against AMEA Power. 

2.10 Reviewing and Improving the Compliance Programme 

AMEA Power will review and improve this Programme periodically to ensure that it is adequate to 

effectively manage the corruption risks faced by AMEA Power and is being effectively implemented. 

2.11 Reporting 

AMEA Power has established procedures to enable Employees to report suspected or actual fraud or 

breach of the Anti-Fraud Policy and/or this programme in a safe and confidential manner. See Code of 

Conduct and AMEA Power’s “Whistleblower” Policy. 

2.12 Retaliation 

AMEA Power is committed to fostering an environment where Employees can raise concerns 

without fear of retaliation. AMEA Power strictly prohibits any form of retaliation against Employees 

who raise ethical concerns in good faith. Retaliation against any Employee for reporting a violation, 

raising concerns, or participating in an investigation is strictly prohibited and a breach of the 

Company’s code of conduct Policy. 

2.13 Annual Confirmation 

AMEA Power’s report to the Management Compliance Group and the board of directors will include 

the relevant information to ensure that they are satisfied with the implementation of the Anti-Fraud 

Policy and this Programme at least once annually. 

2.14 Internal Audits and Independent Assessment and Certification 

AMEA Power will conduct internal audits at planned intervals to provide information on whether this 

Policy conforms to AMEA Power’s requirements (and may periodically commission an independent 

assessment). 

 

 



 

 

2.15 Investigating and Dealing with Fraud 

AMEA Power has implemented procedures which: 

• Require appropriate investigation by the Compliance Manager of any fraud, or any breach of 

the Anti-Fraud Policy, which is reported, detected, or reasonably suspected; and 

• Require appropriate action if the investigation reveals fraud, or any such breach. 

• The investigations shall be conducted in line with AMEA Power’s Investigations Procedures. 

2.16 Books and Records 

AMEA Power will keep reasonably detailed records of this Policy, including any management or 

Board reviews of this Policy and any compliance issues which arise. In addition, the following 

documents/information will be retained: 

• Evidence of receipt of Anti-Fraud by Employees; 

• Provision of Anti-Fraud to business associates (separate provisions and/embedded to third 

parties declarations and/or contract terms; 

• Anti-fraud training provided; 

• Due diligence carried out; 

• results of all audits of the Policy. 

• Employees must ensure that all books, records, and accounts are regularly updated and are kept 

in reasonable detail, accurately and fairly reflecting all payments, transactions, and dealings 

with AMEA Power’s assets.  

AMEA Power is obliged to maintain detailed records, documents, data, and statistics for all 

transactions and due diligence records and documentation associated. AMEA Power shall maintain all 

such records for a period of minimum seven (7) years and make such records available for an audit 

purpose or to any of the regulatory authorities upon request. 

All accounts, invoices, and other records relating to payments, transactions, and dealings should be 

prepared and maintained with strict accuracy and completeness. No accounts may be kept "off-book" 

to facilitate or conceal improper payments, or for any other reason. 

 

 


